
 
Notice the TCP Min/Max Window summary info:  immediate feedback on whether or not TCP 
Window size every scraped the bottom.  And notice TCP Invalid Checksum total 

 
 
 
With a single trace, the display below is meaningless … but consider what happens when you 
load separate traces into this display, one taken inside the firewall and one taken outside. 
 



 
 
 
 
In the What If screen, you play with packet size, latency, contention, number of users, etc., and 
OmniPeek recalculates summary statistics (based on the current flow you are analyzing) to give 
you a glimpse at how performance and utilization might change. 
 



 



 
 
PacketVisualizer summarizes IP length, TCP flags, TCP length, and Window size 

 
 
 
In PacketVisualizer, clicking on a packet shows you ‘protocol-relatedness’, in this case I believe 
it shows you TCP ACK information (what packets have been ‘ACKed’ by the packet I’ve 
selected.) 
 



 
 
 
Built-in graphing tool (I have a feature request in for graphing IP ident numbers).  In this screen 
shot, I selected all five graphs for simultaneous display -- you can choose which one(s) you view.  
Mouse-over gives you details on a single packet.  You can zoom in and out using mouse 
movements. 
 



 
 
 
OK, but I’m trying to figure out why my iSCSI initiator (isis) keeps resetting its LUNs (hosted 
on carbon).  Let’s see if Expert has any suggestions. 



 
 
TCP Checksum’s invalid?  Now, I was capturing with slicing as 128 bytes, so this smells like an 
analyzer bug to me (why did the analyzer fixate on these eight packets, given that virtually all 
these frames have a ‘bad TCP Checksum’?).  Still, let’s go look at those packets.  I right-click on 
the ‘TCP Invalid Checksum’ symptom and get a long menu, which includes ‘Selected Related 
Packets’; I choose this and see the eight packets. 
 



 
 
 
Built-in graphs based on entire trace 



 
 
.  You can build your own graphs, picking from an obscene number of variables. 
 



 



 



 



 



 



 



 
But back to my trace.  I’ve found a packet which the initiator emits at just about the same time as 
it logs the following message: “Initiator sent a task management command to reset the target.”  
Here is how Surveyor decodes it: 

 
 
And here’s how OmniPeek decodes it -- notice how OmniPeek presents the function (LUN 
Reset) along with the LUN number (1) … now, perhaps Surveyor is correct (meaning, you just 
can’t extract the function and the LUN number from this kind of packet); and perhaps OmniPeek 
is mistaken … after all, I would like to think that Finisar can write a SCSI decode. 



 
 
However, jumping to RFC3270, it seems to me that the format of this frame specifies the 
Function and the LUN number … which suggests to me that what OmniPeek claims to be doing 
is at least theoretically possible 
 
10.5.  Task Management Function Request 
 
   Byte/     0       |       1       |       2       |       3       | 
      /              |               |               |               | 
     |0 1 2 3 4 5 6 7|0 1 2 3 4 5 6 7|0 1 2 3 4 5 6 7|0 1 2 3 4 5 6 7| 
     +---------------+---------------+---------------+---------------+ 
    0|.|I| 0x02      |1| Function    | Reserved                      | 
     +---------------+---------------+---------------+---------------+ 
    4|TotalAHSLength | DataSegmentLength                             | 
     +---------------+---------------+---------------+---------------+ 
    8| Logical Unit Number (LUN) or Reserved                         | 
     +                                                               + 
   12|                                                               | 
     +---------------+---------------+---------------+---------------+ 
   16| Initiator Task Tag                                            | 
     +---------------+---------------+---------------+---------------+ 
   20| Referenced Task Tag or 0xffffffff                             | 
     +---------------+---------------+---------------+---------------+ 
   24| CmdSN                                                         | 
     +---------------+---------------+---------------+---------------+ 
   28| ExpStatSN                                                     | 
     +---------------+---------------+---------------+---------------+ 
   32| RefCmdSN or Reserved                                          | 
     +---------------+---------------+---------------+---------------+ 
   36| ExpDataSN or Reserved                                         | 
     +---------------+---------------+---------------+---------------+ 
   40/ Reserved                                                      / 



    +/                                                               / 
     +---------------+---------------+---------------+---------------+ 
   48| Header-Digest (Optional)                                      | 
     +---------------+---------------+---------------+---------------+ 
 
10.5.1.  Function 
 
   The Task Management functions provide an initiator with a way to 
   explicitly control the execution of one or more Tasks (SCSI and iSCSI 
   tasks).  The Task Management function codes are listed below.  For a 
   more detailed description of SCSI task management, see [SAM2]. 
 
   1 -  ABORT TASK - aborts the task identified by the Referenced Task 
        Tag field. 
 
   2 -  ABORT TASK SET - aborts all Tasks issued via this session on the 
        logical unit. 
 
   3 -  CLEAR ACA - clears the Auto Contingent Allegiance condition. 
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   4 -  CLEAR TASK SET - aborts all Tasks in the appropriate task set as 
        defined by the TST field in the Control mode page (see [SPC3]). 
 
   5 -  LOGICAL UNIT RESET 
 
   6 -  TARGET WARM RESET 
 
   7 -  TARGET COLD RESET 
 
   8 -  TASK REASSIGN - reassigns connection allegiance for the task 
        identified by the Referenced Task Tag field to this connection, 
        thus resuming the iSCSI exchanges for the task. 
 
 
Here’s another example of why I appreciated OmniPeek’s iSCSI decode.  The Immediate 
Delivery flag in an iSCSI Basic Header Segment indicates a problem.  When it is *not* set, both 
analyzers portray this fact easily enough 
 



 
 
 



 
 
But when the Immediate Delivery flag is set, Surveyor just tells you that the ‘I’ bit is set, 
whereas OmniPeek says that ‘Immediate delivery marker is ON’ … I prefer the way OmniPeek 
represents this: 
 



 
 



 
 
 
There’s an API so that you can extend the product; and a Web site hosting the plug-ins which 
people share. 
 



 
 
 
For this analysis, I ended up with Surveyor on one screen (I like the way their Summary line 
includes top-layer decode, iSCSI in this case) and OmniPeek in the other (for their fancy tools 
and their more detailed iSCSI decodes). 


