Notice the TCP Min/Max Window summary info: immediate feedback on whether or not TCP
Window size every scraped the bottom. And notice TCP Invalid Checksum total

“® OmniPeek - [Flow carbon-b-svif1:3260 =-> isis-1-iscsi-1:blackjack] =13
E] File Edit Yiew Capture Send Monikor Tools Window Help - 8 %
- & - BYEHE && T 2LSEMW S 3 @3
Client Start ar Skop Capturei
Mame carbon-b-swif1 isis-1-isCsi-1
Mekwork Address 10.111.42.51 10,111.42.57
Packets Sent 28,075 13,476
Bytes Sent 38,146,226 10,343,076
Average Size (Bytes) 1,358 TaT
Firsk Packet Time 9156:05, 105250 o56:08.1045872
Last Packet Time 10:00:20. 364485 10:00:20.364459
Routed Hops i} 0
TCP Min Window 65,535 52,983
TCP Max Window 65,535 63,535
Response Time -5 bps S-=C bps
Best 0,000002  66,203,611,000  58,759,935,000
‘Wiorsk 5.999360 282.000 755.000
fverage 0.033675  10,165,388.000  6,254,727.000
Turns 7,112 28,078 13,476
Laver Evenk Counk
W ClientfServer Busy Metwork or Server 41
W Clienkiserver Low Server-to-Client Throughput 2
W ClientfServer Slow Server Response Time 75
W Transport TCP Invalid Checksum ]
F'ackeNisuaIizerJ F'a_l,lloadJ GraphsJ WhatlfJ EompareJ Summal_l,JJ
Starts or stops capture B8 Local Area Conmection

With a single trace, the display below is meaningless ... but consider what happens when you
load separate traces into this display, one taken inside the firewall and one taken outside.
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@ File Edit Yiew Capture Send Monitor Tools Window Help g X
[d- & - B FEOE &H HYT 2SS ] @ d
isis-Fridaw. pkk | isis-Friday. pht A |
Left and right show the same packet buffer Left and right show the same packet buffer
Packet  Relative Time IPID | Expert o Packet  Relative Time IPID | Expert 2
758 0.000000 S0579 0 755 0.000000 0579 B
759 0.000375 2929 759 0.000375 2929
FE0 0.000536 50580 70 0.000536 50850
761 0.000956 3185 761 0.000956 3185
7az 0.001027 0551 7az 0.001027 0851
763 0.001235 3441 763 0.001235 3441
764 0.0012594 505583 TE4 0.001294 508583
FES 0.0014595 50554 FES 0.001495 50554
766 0.001503 20885 TG 0.001503 20385
7a7 0.001506 0386 a7 0.001506 0586
765 0.001659 S0GE7 ] 0.001699 Q0§57
769 0.00170z S0555 TE9 0.00170z2 0555
FF0 0.001705 50559 FF0 0.001705 50559
77l 0.001703 20890 77l 0.0017035 20890
TN 1711 cnRat z T itz [ pi=ink] t
< | » < >
Packet‘-ﬁisualizer] F'a_l,lloadJ GraphsJ Wwhat IfJ EDmpareJ Summar_l,lJ
Far Help, press F1 IE Local Area Connection

In the What If screen, you play with packet size, latency, contention, number of users, etc., and
OmniPeek recalculates summary statistics (based on the current flow you are analyzing) to give
you a glimpse at how performance and utilization might change.
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|§:-:f] File Edit View Capture Send Monitor Tools  Window Help
[~ &~ | EEEEE && AT 2S0E MW S 3 @ (3
Protocalimetwork, Application
g send packet size = Sirulkaneaus users | 1 =
Avq receive packet size | 767 : Packets per transaction | 3
Latency (ms) | O : Client processing {ms) | 0
Caontention {ms) | 33 : Server processing (ms) | 0 :
Packet send | 2 : to |1 : receive ratio

ClientfServer Bitsfsec = Max Pkisisec Utilization | Transaction Time (s, ..
Client 32,000 2.21 7E.13%
Server 32,000 1.11 21.22% 0.903750
Client 56,000 377 73.13%
Server 56,000 1.88 20.65% 0.530571
Client 64,000 4,27 72.48%
Server 64,000 214 20.47% 0. 468375
Client 125,000 7.95 67.71%
Server 125,000 3.89 19.12% 0.250687
Client 224,000 12,71 61.63%
Server 224,000 £.35 17.40% 0.157392
Client 256,000 14,10 59.84%
Seryver 256,000 7.05 16.,90% 0.1415843
Client 284,000 18.95 53.60%
Server 384,000 9.47 15.14% 0.105562
Client 12,000 22,88 48.54%
Server 512,000 11.44 13.71% 0.087421
Client F6E,000 28.87 40.84%
Server F6G,000 14,43 11.53% 0.069251
Client 1,024,000 33.22 35.29%
Server 1,024,000 16.61 9.95% 0.060210
Client 1,536,000 39.11 27 .66%
Server 1,536,000 19,55 F.81% 0.051140
Client 2,045,000 42,91 22.76%
Server 2,045,000 21.46 6.43% 0.046605
Client 4,000,000 50,04 13.59%
Seryver 4,000,000 29,02 3.84% 0.039966
Client 10,000,000 55.681 6.15%
Server 10,000,000 27.91 1.76% 0.035534
Client 16,000,000 57.57 3.91%
Server 16,000,000 28.78 1.10% 0.034741
Client 45,000,000 50,49 1.44%
Server 45,000,000 29.74 0.41%: 0.033619
Client 100,000,000 60,09 0.66%
Server 100,000,000 30,04 0.19% 0033283
Client 155,520,000 60,25 0. 42%
Server 155,520,000 a0.14 0.12% 0.033179
Client 622,060,000 &0.52 0.11%
Server 622,060,000 30,26 0.03% 0,033044
Client 1,000,000,.,, 60,55 0.07%
Server 1,000,000,... 30,28 0.02% 0.033025

Packetyisualizer

Payload | Graphs | What If

Campare | Summary

=]

x

For Help, press F1

B8} Local Area Connection
-




PacketVisualizer summarizes IP length, TCP flags, TCP length, and Window size

>® OmniPeek - [Flow carbon-b-svif1:3260 <-> isis-1-iscsi-1:blackjack] | ['5__(
File Edit Wew Capture Send Monitor Tools wWindow  Help - 8 x
Q-8-Hs BRI E & & 723§ 2 @ (d
Packet Surmmary -~

755 IF L= 55 TCP .AP... O=4 L= 45 3= a W=65535
o9 IF L= 58 TCP JAF... 3= o L= 45 48=A W=65335
a0 IF L= §3 TCP .4F... 48=4 L= 48 3= 45 =65487
761 IP L= 88 TCP .AP... 3= 45 L= 45 96=4 TW=65535
7e2 IF L= 376 TCP .&4P... 45=4 L= 336 3= 96 W=65535
a3 IF L= 592 TCP .AP... &= 96 L= 552 432=4 W=65535
754 IF L= 136 TCP .&FP... 645=4 L= 96 3= 432 W=64953
Ei=5] IF L= 1500 TCF .AF... 645=4 L= 1460 3= 528 W=G5223
A IP L= 1500 TCP .4.... 645=4 L= 1460 3= 1988 W=65223
767 IPF L= 843 TCP .4P... 645=4 L= 803 3= 3443 W=65223
a5 IF L= 1500 TCP .&FP... 645=4 L= 1460 3= 4256 W=65535
a9 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 5716 W=65535
T IF L= 1456 TCP .AF... 545=4 L= ldlg 3= 7176 W=53535
77l IF L= 1500 TCF .4.... 645=4 L= 1460 3= 4592 W=65535
7 IP L= 1500 TCP .4.... 645=4 L= 1460 3= 10052 W=65535
773 IF L= 1264 TCP .4FP... 645=4 L= 1224 3= 11512 W=65535
774 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 12736 W=65535
775 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 14196 W=65535
TG IF L= 1Z64 TCF .AF... G645=4 L= 1224 3= 15656 M=65535
T IP L= 1500 TCP .4.... 645=4 L= 1460 3= 16330 M=65535
77a IP L= 1500 TCP .4.... 645=4 L= 1460 3= 15340 W=65535
7re IF L= 1264 TCP .4FP... 645=4 L= 1224 3= 19500 W=65535
7a0 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 21024 W=65535
TEl IF L= 1500 TCP .A.... 545=4 L= 1460 3= Zadgd W=53535
TEz IF L= 1iZ64 TCF .4F... 645=4 L= 1224 3= 23944 W=65535
783 IP L= 1500 TCP .4.... 645=4 L= 1460 3= 25168 W=65535
754 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 26628 W=65535
785 IF L= 1264 TCP .4P... 645=4 L= 1224 3= 28085 W=65535
7a6 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 29312 W=65535
TEv IF L= 1500 TCP .A.... 645=4 L= 1460 3= 30772 M=65535
788 IP L= 160 TCP .AFP... &= 645 L= 1z0 4256=4 W=65535
739 IP L= 1264 TCP .4P... 645=4 L= 1224 3= 32232 W=65535
790 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 33456 W=65535
791 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 34916 W=65535
a2 IF L= 1264 TCP .AF... 648=4 L= l224 3= 36376 W=53535
a3 IF L= 1500 TCF .4.... 645=4 L= 1460 3= 37600 W=65535
794 IP L= 1500 TCP .4.... 645=4 L= 1460 3= 39060 W=65535
795 IF L= 1264 TCP .4FP... 645=4 L= 1224 3= 40520 W=65535
796 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 41744 W=65535
797 IF L= 1500 TCP .h4.... 645=4 L= 1460 3= 43204 W=65535
TG IF L= 1Z64 TCF .AF... G645=4 L= 1224 3= 44664 M=65535
799 IP L= 1500 TCP .4.... 645=4 L= 1460 3= 45388 W=65535
ann IP L= 1500 TCP .4.... 645=4 L= 1460 3= 47345 W=65535
g01 IF L= 1264 TCP .4FP... 645=4 L= 1224 3= 45508 W=65535
g0z IF L= 1500 TCP .h4.... 645=4 L= 1460 3= S0032 W=65535
a03 IF L= 1500 TCP .A.... 545=4 L= 1460 3= 51492 W=53535

5 04 IF L= 1iZ64 TCF .4F... G645=4 L= 122i¢1 3= 52952 W=65535 5 A

-_F'acket\fisualizerj F'ayloadJ GraphsJ WhatIfJ EompaleJ SummaryJ

Done B3 Local Area Connection

In PacketVisualizer, clicking on a packet shows you ‘protocol-relatedness’, in this case | believe
it shows you TCP ACK information (what packets have been ‘ACKed’ by the packet I’ve
selected.)
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|§1 File Edit Yiew Capture Send Monitor Tools Window Help

08 U 0REE0 5 #T20Em: = |20

ID.DI second W
Packet PacketVisualizer Summary L]
21470 =T IF L= 1500 TCP LA.... 17261832= L= 1460 3= 2023063 W=65535
21471 2= IP L= 88 TCP .AP... 5= 17261928 L= 48 2026379=A W=65535
21472 = IF L= 1500 TCP LAP... 17261832= L= 1460 3= 2030523 W=65535
21473 I IP L= 1264 TCP LA.... 17261832= L= 1224 3= 2031983 W=65535
21474 = IP L= 1500 TCP LAl .. 17261832=k L= 1460 3= 2033207 W=65535
21475 = I L= 1500 TCP LAP. .. 17261832=k L= 1460 5= 2034667 W=65535
21476 =0 I L= 1264 TCP LA.... 17261832=k L= 1224 3= 2036127 W=65535
21477 = IF L= 1500 TCP LA.... 17261832=k L= 1460 3= 2037351 W=65535
21478 2= IP L= 88 TCP .AP... 5= 17261976 L= 48 2033207=A W=65535
21479 = I L= 1500 TCP LAP. .. 17261832=k L= 1460 3= 2038811 W=65535 )
21450 =@ IP L= 1264 TCP LA.... 17261880= L= 1224 3= 2040271 W=65457
21481 = IF L= 1500 TCP LA.... 17261880= L= 1460 3= 2041495 W=65487
21482 = IF L= 1500 TCP LAP... 17261880= L= 1460 $= 2042955 W=65487
21483 I IP L= 1264 TCP LA.... 17261880= L= 1224 3= 2044415 W=65487
21454 = IF L= 1500 TCP LA.... 17261880= L= 1460 $= 2045639 W=65535
21485 @ IF L= 1500 TCP . 17261880= L= 1460 3= 2047099 W=65535
21486 @ I L= 1264 TCP . 17261880=4 2048559 W=65535
21433 =B IPF L= 1500 TCP .A.... 17261880= L= 1460 5= 2043783 W=65535
21483 =D 1P L= 1264 TCP LAP... 17261880=k L= 1224 3= 2051243 W=65535

7 21dan i T 7D T- 1EAR TRD A 17781880—4  T— 1480 - FNE2AE7 M-£EE=E v

-_F'ac:ket\u"isualizerJ F'a_l,lloadJ GraphsJ W'hatlfJ EompareJ SummaryJ

For Help, press F1 Local Area Connection

Built-in graphing tool (I have a feature request in for graphing IP ident numbers). In this screen

shot, | selected all five graphs for simultaneous display -- you can choose which one(s) you view.

Mouse-over gives you details on a single packet. You can zoom in and out using mouse

movements.
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|=| File Edit View Capture Send Monitor Tools Window Help
> EMEEE @& 3T 2O [E MW
y ﬁ Doark: w

Throughput

>
[
=
©
2
©

2

Sequence

tcptrace

TCP Window

9:58:38

Time

Packetvizualizer | Papload | Graphs | What If | Compare | Summary

Done B3 Local Area Connection

OK, but I’'m trying to figure out why my iSCSI initiator (isis) keeps resetting its LUNs (hosted
on carbon). Let’s see if Expert has any suggestions.
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\&| File Edit View Capture Send Monitor Tools ‘Window Help - | & x
O-e€-H EPEEHE &8 RTYLOEM | 2 Qld
3] ]
3 Canture [ Flows analyzed:] 2] Flows recyeled: 5] '
= Packets Events detecte 386 Packets ilrop|)e(l: o L
Client Addr Server Addr Flows Ewents Packets Bytes Duration = AwgRespo...  TCP Status
¥ Hierarchy J@carbon-b-svif1 isis-1-iscsi-1 1 4 129 41,554 48,495,302 0:04:12.759617 0.033675
Flat J@carbon-a-svif2 isis-1-iscsi-1 1 & 257 8,497 7,298,814 :05:23.660997 0,152156
Application (= 3260 <- 1027 W 257 0,497 T,298,814  0:05:23.660937 0,152158 Open
= ¥oice & ¥ideo &b Busy Netwark or Server W@ 40 0.152155
Media W Low Server-to-Client Throughput 1) 16 0.152156
=l ¥isuals W Low Client-to-Server Throughput o 2 0,152156
Apdex W Slow Server Response Time w 191 0.152156
ZT:;::D @ TCF Tnvalid Checksum o & 0152155
=l Statistics
Modes
Pratocals T e
Summary I Event Summary Event Log N‘od_e_Dela\Is L - .
= Tools | Messages: | 386 [ O 3 | & o 1o
BEQiser DatefTime Layer Ewvent Source Addr Dest Addr Source Port Dest Port Packet |
::::::i W z/2jz008 9:54:57 ClientfServer Slow Server Response Time (0.2728644 seconds from ... isis-1-iscsi-1 carbon-a-svif 2 1027 260 &
Streams W 2/zjz008 ;5457 ClientfServer Slow Server Response Time (0,237452 seconds from .., isis-1-iscsi-1 carbon-a-svifz 1027 260 5
W 2/2j2008 ::54:57 ClientfServer Slow Server Response Time (0,199951 seconds from ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 36
W 2/2j2008 ;5458 ClientfServer Slow Server Response Time (0,798576 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 40
W 2/2jz008 9:54:59 ClientfServer Slaw Server Response Time (0.299260 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 &5
W 2/2/2005 9:54:59 ClientfServer Slow Server Response Time (0597742 seconds from ... isis-1-iscsi-1 carbon-a-svif 2 1027 260 105
W 2/2jz008 ;5500 ClientfServer Slow Server Response Time (0,905696 seconds from ... Isis-1-iscsi-1 carbon-a-svif2 1027 3260 116
W 2/2j2008 ;5502 ClientfServer Busy Netwarl or Server isis-1-iscsi-1 carbon-a-svif2 1027 3260 123
W 2/2j2008 9:55:02 ClientfServer Slow Server Response Time (1.993431 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 123
@ z/2jz008 9:55:03 ClientfServer Slow Server Response Time (0.999795 seconds from ... isis-1-iscsi-1 carbon-a-svif# 1077 E260 175
W 2/2jz008 ::55:03 ClientfServer Slow Server Response Time (0. 266669 seconds from ... Isis-1-iscsi-1 carbon-a-svifz 1027 260 132
W 2/2j2008 ::55:04 ClientfServer Slow Server Response Time (0,732022 seconds from ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 136
W 2/2j2008 ;5506 ClientfServer Slow Server Response Time (1,771596 seconds from ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 146
W 2/2j2008 9:55:06 ClientfServer Slow Server Response Time (0.217681 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 150
W 2/2j2008 9:55:09 ClientfServer EBusy Network or Server isis-1-iscsi-1 carbon-a-svif 2 1027 260 155
W 2/zjz008 ;5509 ClientfServer Slow Server Response Time (2,571007 seconds from ... Isis-1-iscsi-1 carbon-a-svifz 1027 260 155
W 2/2j2008 ;5509 ClientfServer Low Server-to-Client Throughput {10 kBytes/second) isis-1-iscsi-1 carbon-a-svif2 1027 3260 155
W 2/2j2005 9:55:09 ClientfServer Slow Server Response Time (0,340497 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 159
W zj2jz008 9:55:12 ClientfServer Slow Server Response Time (2.974383 seconds from ... isis-1-iscsi-1 carbon-a-svif# 1077 E260 166
W 2/2j2008 9:55:14 ClientfServer Slowy Server Response Time (2.093188 seconds from ... isis-1-iscsi-1 carbon-a-svif 2 1027 260 174
W 2/2jz008 ;5515 ClientfServer Slow Server Response Time (0,905712 seconds from ... isis-1-iscsi-1 carbon-a-svifz 1027 3260 181
W 2/2j2008 ;5516 ClientfServer Slow Server Response Time (0,715969 seconds from ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 188
@ 2/2j2008 9:55:18 ClientfServer Slow Server Response Time (2.269239 seconds From ... isis-1-iscsi-1 carbon-a-svif2 1027 3260 198
W zj2jz008 2:55:21 ClientfServer Slow Server Response Time (2.999404 seconds from ... isis-1-iscsi-1 carbon-a-svif 2 1027 260 203
W 2/zjz008 ;5521 ClientfServer Lowe Server-to-Client Throughput (1 kBytes/second) gis-1-iscsi-1 carbon-a-svifz 1027 3260 203w
) Packets: S0.051 | uration: )
File: f1iC ftemplisis-friday. pkt B Local Area Connection

TCP Checksum’s invalid? Now, | was capturing with slicing as 128 bytes, so this smells like an
analyzer bug to me (why did the analyzer fixate on these eight packets, given that virtually all
these frames have a ‘bad TCP Checksum’?). Still, let’s go look at those packets. | right-click on
the “TCP Invalid Checksum’ symptom and get a long menu, which includes *Selected Related
Packets’; | choose this and see the eight packets.



friday. pkt]

& Fle Edt View Capture Send Montor Tools Window Help -8 x
D-8-He EREEE [es HT2@E@E: = 8@
| 3
= Capture | 4 Y- B8N 7E |
¥ Packets !
Log | Absolute Time Delta Time Size | Source Destination Flags IPID | Protocol | Summary
= Espert g ¥ ¢ E i D 1027, . AF. . |
" Herarchy | 21258 10:00:18.163248 0:04:0... 126 g carbon-a-svifz | G isis-l-isesi-l 15353 13051 3260,Dst= 1027,.AP...,5=2231544237, 72
Flat | 21276 10:00:18.164806  0.001558 126 @ carbon-a-svitz | G isis-l1-iscai-1 16121 15051 3260,Dst= 1027,.AF...,5=2231544477,1= 72
application | 21285 10:00:18.165698  0.000892 126 @ carbon-a-svifz | i@ isis-l-iscoi-l 16889 15CST 3260,Dst= 1027,.AF...,5-2231544717,1= 72
& Video | 21866  10:00:18.227460  0.061762 126 @ carbon-a-svitz | g isis-1-isesi-1 27129 i30SI 3260,Dst= 1027,.AF...,5=2231556461,1= 72
Wedia | 30595 10:00:18.842930  0.615470 126 @ carbon-a-svitz | f@isis-1-isesi-1 63227 13031 3260,Dst= 1027,.AF...,3=2231638701,1= 72
= visuals | 30600  10:00:18.843071  0.000141 126 @ carbon-a-svitz  f@isis-l-isesi-l 63739 13051 3260,Dst= 1027,.AP...,5=2231638821,1= 72
T apdex | 35322 10:00:19.238674  0.395603 126 @ carbon-a-svitz | G disis-l1-iscei-1 62463 | 1SCSI  Src= 3260,Dst= 1027,.AF...,5=2231884877,1= 72
Peer Map
Graphs ‘<_ - |
= Statistics ’ — - e -— e
b 7 | Packets| ag70] [ = 0000: |00 18 8B 4D 73 3C 02 A0 98 03 11 OF 08 00
Bl = E B . i — D014 | 45 00 00 70 C8 EE 40 00 40 06 08 53 DA 6F
Summary = ¥ ICP - Transport Comtrol Protocol —'|0028: | 24 34 OA 6F 2h 25 0C 65
i T 0042: (04 E2 48 94 50 18 FF 80
& Tools | @ Somrce Tort: 2ol i) 0056: |00 00 00 00 00 16 00 00 00 0O 00 00 00 00
Broses i @ Bestinstion Purt; 1027 [36-47] 0070: | 03 87 2E B6 FF FF FF FF 00 00 00 00 03 &7
Nodetap i @ Sequence Hurber: 2231450420 [35-41] 0084: | 2E B7 03 87 2E F5 00 00 00 00 00 00 00 00
Feedback  © @ Ack Fumber: 51038580 [42-45] 0098: | 00 00 00 00 00 00 09 81 00 00 00 10 00 20
Streams | @ TCP Offset: 5 (20 bytes) [46 Mask OxFO] 0l12: | 8F 07 DO D3 00 0L 00 00 00 00 00 00 00 00 ..
3 @ Reserved: %0000 [46 Mask 0x0F]
. =% TCP Flays: 500011000 ...AP... [47]
i @ Buve vune (No Congestion Window Reduction)
@ (Mo ECHN-Echo)
@ (Mo Urgent pointer) |
@ . Ack
-] Push
] (o Reset)
@ 0. (Ho S¥N) =
@ .0 (Mo FIN)
@ Window: 65535 [43-49]
@ TCP Checksum: OxCESE Checksum invalid. Should be:  0xCES4 [50-51]
@ Urgent Pointer: 0 [52-53]
.. @ No TCP Options
& [0-73] iSCSI - Intermet Small Computer Systems Interface
=" ECS_- Frame Check Seguence
@ Fre- N TQRCNERE  fadmlsbad D]
Packets: 2 (of 50,051) Duration: 0:04:10
Far Help, press F1 B Local Area Connection

Built-in graphs based on entire trace



mniPeek - [isis-friday. pkt]

M| File Edit “ew Capture Send Monitor Tools wWindow Help - | & X
O-8-ds EPEEHE &% AT LSEW T B @ld
i[-] ]l
SCaptwe  dp o X 13 BN
Packets Address Count Comparisons ; L. .
Log application Layer Protocols By Bytes Packet Size Distribution
(= Expert Application Layer Protocols by Packets
Hierarchy Broadcasks Compared To Total
Flak Expert: WoIP - H.323 Call Errors
anolicati Expert: VoIP - RTP Errors
: PP |ca_ on Expert; YoIP - SIP Errors
[= Woice & ¥ideo  |Eypert: Wireless Client - Physical Errors
Media Expert: Wireless Reassociation Denied
= Wisuals Gigabit: Four Port Utilization (bitsfs)
Wdex Gigabit: Four Port Utilization {percent)
Gigabit: Full Duplex: Ukiization {bits/s)
Peer Map Gigahit: Full Duplex Uklization (percent)
[ Graphs | IP-Z16.151,132.59
= Statistics IP-216.151.132.59
Modes :\Physical Errors
Protacols *|Ping Requests and Replies
Summary TCP S¥Ns, FINs and Resets
= Tools TCPws UDP
T Browser Utilization {bitss)
NodeMap Utilization (percent)
WaN: FR FECM BECN Packets
Feedback Wireless: Access Paints by Trusk
Streams Wireless: fccess Poinks vs, Clients
Wireless: Associations and Reassociations
Wireless: Bytes toffrom Distribution Syskem
ireless: Clients by Trust
Wireless: Data Types
Wireless: Packet Types
ireless: Packets to/From Distribution System
‘Wireless: Probe Rsp ws. Probe Req T 5 5%,
Wireless: Retries 13%
W ==E4 W 128-255 2121023 w1519-2047 W 4096-5191 W 9018-9022
W ES-127 256-511 W 10241515 W 2045-4095 W 3192-9M7 W == 0023
Packets: 50,051 Dwration: 0:05:23
file: 1#C: ftempisis-Friday, pkk B8 Local Area Connection ‘

. You can build your own graphs, picking from an obscene number of variables.



New Graph: Pick a Statistic

Skatistic L

= General
Stark Dake
Stark Time
Duration

=) Network
Total Bytes
Tokal Packets
Tokal Broadcast
Takal Mulkicast
Average Ltiization {percent)
Average Ltiization (bits/s)
Current Utilization {percent)
Current Utilization (bits/s)
fax Utilization {percent)
fax Utilization (bitss)

= Errors
Takal
CRC
Frame Alignment
Runt
Cversize

=l Counts
Physical Addresses
IP Addresses
IPv6 Addresses
AppleTalk Addresses
DECnet Addresses
IP% Addresses
Praotacals

I=) Size Distribution
<= 64
85-127
128-255
256-511
512-1023
1024-1515
1519-2047
2048-4095
4096-5191
81920017
9018-90z2
== 9023

=l Experk
Flows Analvzed {Total)
Flows Analyzed {Current)
Flows &nalyzed {Recycled)
Mode Pairs Analyzed (Total)
Mode Pairs Analyzed (Current)
Mode Pairs Analyzed (Recyiled)
Packets Dropped
Busy Metwork or Server
Inefficient Client
Law Server-ko-Cliznt Thraughput
Low Client-ta-Server Thraughput
Mon-Responsive Client
Mon-Responsive Server
One-‘Way Traffic
Slow Server Response Time
Apdex Score - Client Too Low
Apdex Task Ended - Tolerating User
Apdex Task Ended - Frustrated User
DHCP Low Lease Time
DHCP Multiple Server Response
DHCP Reguest Rejected
DHCP Fequest Starm w

;|

’ Cancel ] [ Help ]

Xl







B

New Graph: Pick a Statistic

Skatistic L
DHCP Fequest Skarm
DhS Slow Response Time
DMS Error
DMS Mon-Existent Host or Domain
FTP Slow Response Time
HTTF Request Mot Found
HTTP Client Error
HTTP Server Error
HTTP Slow Response Time
Kerberos Request Rejected
LDAF Slow Response Time
MFS Retransmission
Cracle Logon Denied
Oracle Slow Response Time
Cracle THS Connection Refused
POPS Login Failed
POP3 Server Returned Ervor
POP3 Slow Response Time
SME Logon or Access Denied
SME Command Rejected
SMEB Invalid Metwork Resource
SME Repeated or Looped Transaction
SME Excessive Transaction Loops
SMTP Server Returned Error
SMTP Slow Response Time
S0L Server Failed Login
SGL Server Client Error
S0L Server Fatal Ervor
S0L Server Resource Error
S0L Server Slow Response Time
Windows Master Browser Election
MetBIOS (over IP) Session Refused
H.225 RAS Reject
H.225 Call Signaling ((.931) - Call Dropped
H.225 Call Signaling {(.931) - Call Rejected
H.245 Control Reject
Lo MGS-CO
Low R Factor Conversational
MECP - Transient Error
MGCP - Permanent Error
MiZCP - Connection Deleted or Restart in Progress
RTP Excessive Jitter Detected
RTP Excessive Jitter Reported
RTP Excessive Packet Loss Dekected
RTP Excessive Packet Loss Reported
RTP Mot Marked For CoS
RTP Late Packet Arrival
R.TP Packet Out of Sequence
SIP Past-Dial Delay Exceeded
SIP Redirection
SIP Client Authentication Required
SIP Client Error
SIP Server Errar
SIP Global Error
RSWP Errar
TCP Connection Refused
TCP Conneckion Losk
TCP Inackive Connection Reset
TCP Connection Resek
TCP Too Many Petransmissions
TCP Fast Retransmission (b aCK)
TCP Fast Retransmission (by time)
TCP Slow First Fetransmission
TCP Retransmission
TCP Idle Too Long 2

ts: | IR

’ Cancel ] [ Help ]




New Graph: Pick a Statistic

Statistic
TCP Idle Too Long
TCP Invalid Checksum
TCP Lows Skarting M55
TCP Repeated Connect Attempt
TCP Slow Acknowledgement
TCP Slow Segment Recovery
TCP Triple Duplicate ACK
TCP Lows Window
TCP Stuck Windaw
TCP Zero Window
TCP Segment Out of Sequence
TCP Segment Cutside wwindow
TCP Segment Acked But Missing
UDP Invalid Checksum
IP Invalid Header Checksum
1P Local Routing
1P Metwork Duplicated Packet
IP Loww Time-To-Live
IP Missing Fragrment
1P Packet wiCRC Frame Error
IP Zero Address in Broadcast
ICMP Metwork Unreachable
ICMP Host Unreachable
ICMP Protocal Unreachable
ICMP Port Unreachable
ICMP Fragmentation Meeded
ICMP Source Route Failed
ICMP Hosk Unlknown
ICMP Met Unreachable TOS
ICMP Host Unreachable TOS
ICMP Comm Admin Prohibited
ICMP Hosk Precedence Violation
ICMP Precedence Cutaff
ICMP Host Redirect
ICMP Host TOS Redirect
ICMP TTL Exceeded

ICMP Fragmentation Time Exceedead

ICMP Parameter Problem
ICHP Obsolete Message
&0z, 1% Dictionary Atkack
ARP Request Storm
Broadeast Storm
Multicast Storm
Severe Broadcast Stoarm
Severe Mulkicast Starm
Spanning Tree Topology Change
EAP Authentication Failure
Too Many Physical Errors
M8 Floading

1=l Flow Tracker
Flowss {ally
Flows {current)
Flowss {recycled)
Iax

=l Yoice & Yideo
Calls {Total)
Calls {Current)
Calls (Recydled)
Tokal Packet Loss %
Woice Score Elements
Woice Packet Loss %%
MOS-LQ
MOS-CC)
MO5-Pg
R. Factor Listening

ts: | IR

B

¥

’ Cancel

J

Help

|




Xl

New Graph: Pick a Statistic

Skatistic L
R. Factor Listening
R Factor Conversational
R Factor G.107
=l appleTalk Analysis
AARP FRequests
AARP Responses
AARP Unanswered
AARP Probes
AppleTalk Broadcask/Multicast
=l Email Analysis
SMTP Transfers Initisted
SMTP Successful Transfers
SMTP Failzd Transfers
=l FTP Analysis
FTP Transfers Initiated
FTP Successful Transfers
FTP Failed Transfers
=l ICMP Analysis
Fings Unanswered
ICMP Packets
Ping Responses
Ping Requests
ICMP Router Advert
ICMP Router Solicit
ICMP Time Exceeded
ICMP Param Problem
ICMP Timestamp Req
ICMP Timestamp Rep
ICMP Ohsalete (7)
ICMP Addr Mask Req
ICHMP Addr Mask Rsp
ICHMP Source Quench
ICMP Met Redirect
ICMP Host Redirect
ICMP Met Srv Redirect
ICMP Hst Srv Redirect
ICMP Dest Unreach
ICMP Met Unreach
ICMP Host Unreach
ICMP Proto Unreach
ICMP Port Unreach
ICMP Frag Meeded
ICMP Route Failed
ICMP Met Unknown
ICMP Host Unknown
TP Met Prohibit
ICMP Host Prohibit
ICMP Met Srv Block
ICMP Host Srv Block
ICMP Comm Prohibited
ICMP Host Wiolation
ICMP Precedence Cutoff
= IP Analysis
TCP S¥Ns
TCP FINs
TCPRITs
ARP Requestks
ARP Responses
ARPs Unanswered
RARP Fequests
RARF Responses
RARPs Unanswered
=l NetWare Analysis
RIP Unanswered
SAP Unanswered 2

ts: | IR

’ Cancel ] [ Help ]




New Graph: Pick a Statistic

Skatistic L
FTP Successful Transfers
FTP Failed Transfers

=l ICMP Analysis
Pings Unanswered
ICMP Packets
Ping Responses
Ping Requests
ICMP Router advert
ICMP Router Solicit
ICMP Time Exceeded
ICMP Param Problem
ICMP Timestamp Req
ICMP Tirmestamp Rsp
ICMP Obsolete (7)
ICHP Addr Mask Req
ICMP Addr Mask Rsp
ICMP Saurce Quench
ICMP Met Redirect
ICMP Host Redirect
ICMP Met Srv Redirect
ICMP Hst Srv Redirect
ICMP Dest Unreach
ICMP Met Unreach
ICMP Hosk Unreach
ICMP Prota Unreach
ICMP Port Unreach
ICMP Frag Meeded
ICMP Route Failed
ICMP Met Unknowsn
ICMP Host Unknown
ICHP Met Prohibit
ICMP Hosk Prohibit
ICMP Met Srv Blaock
ICMP Hosk Sry Block
ICMP Comm Prohibited
ICMP Hosk Yialation
ICMP Precedence Cutaff
=l IP Analysis
TCP S¥Ns
TCP FIMs
TCP RSTs
ARP Requests
ARP Responses
ARPs Unanswered
RARPF Fequests
RARP Responses
RARPs Unanswered
[=I NetWare Analysis
RIP Unanswered
SAP Unanswered
MCP Unanswered
=l Newsgroup Analysis
Mewsgroup ACCesses
=l ¥oIP Analysis
MGCP
RTCP
H.323
2,723
3,711
SIP
H.225
H.245
MEGACO
= Web
web URLs 2

ts: | IR

’ Cancel ] [ Help ]

Xl




But back to my trace. 1’ve found a packet which the initiator emits at just about the same time as
it logs the following message: “Initiator sent a task management command to reset the target.”
Here is how Surveyor decodes it:

Surveyor - Detail View - [C:\Program Files\l r\Surveyor\CaptureFiles\Ndis_module3_auto_02-01 10_00_25.cap - 1 GBPS - { 50051 frames total ) - Frame ID 757]
Erk E
FEH-2E %% @ wBE-x.-3 =

Configuration  Yiew

dule  Monitor Visws Capturs Views Tools Windaw al x

B M4 WM EZ | Display Filter: | Bl
FID | BookMark | Abs Time | Debsfsec] | St Source [ Destination Surnmary A
Q007s3 02701 09:56:06 69,860,260 0.405 812,280 3t isis-1-isesi-1 carbon-b-svifl I5CST : SCST command: Wirite( 10), QTag:0x3872DES, LUN:0xE <0 =040000000000, LEA 106G, Le..,
00754 02701 09:56:06, 745,707 360 0,046 847 630 106 carbon-b-svifl isis- 1-iscsi-1 I5C5T : SCSI Response: Status:Good, QTag:0x3E72DES
[l 02701 09:56:06. 745,751,260 0,000,042, 320 35 isis-1-isesi-1 carbon-b-svifl ISCST : SCST command: Wirite( 10), QTag:0x3572DEA, LUN:0eE <0F=020000000000, LEAIINC, Le..,
a007se 02701 09:56:06.746 778 350 0,001,027 600 106 carbon-b-svifl isis- 1-iscsi-1 I5C5T : SCSI Response: StatusiGood, QTagi0xIE72DEA
Q007s? Task Mgmt 02701 09:56:08 104872760 1.356.093.850 106 isis-1-isesi-1 carbonasvifz I5C51 ¢ Response - SC5I Tatk Management Response
a007ss 02701 09:56:08,105,250 360 0,000,377 600 106 carbores-zvi2 isis- 1-iscsi-1 I5C51 : Response - SC5T Tatk Management Response
[l 0,000,157 00 106 isis-1-isesi-1 carbon-asuiiz I5C51 : Response - SCSI Task Management Response
Q00D 1561063, 105,850 0,000 450,400 106 carbores-mvi2 igis- 1-iscsi-1 I5C51 : Response - SCST Task Management Response
a007EL 02701 09:56:08,105.439 450 0.000,040.520 94 isis-1-isesi-1 carbon-asuiiz I5CST : SCST command: Unknown, QTag:0xl7ASH7EZ, LUM: (e <0F 060000000000, Ler: 4096
anirEz 02701 09:56:08,106,110.260 0.000,210,600 10 s-zvif2 igis- 1-iscsi-1 ISCST : SCSI Dats (READ): Len: 24, QTag:0x 17854752, Final:0, Offset:0
Q007E3 02701 09:56:08,106, 166360 0,000,056 620 154 isesi-1 carbon-asuiiz I5C51 : Response - SCST Task Management Response
000764 02701 09:56:08,106 370,360 0.000,204,000 1518 isesi-1 carbon-ssuifz ISCST : SCST command: Read( 10), G Tag:0x17ASEFEE, LUM: 0nE <0F =050000000000, LBA:0xd2Cé..,
000765 02701 09:56:08,106 375,000 0.000,004.040 1518 isesi carbon-ssuifz I5CST : Response - Continuation of Data Seqment (74 bytes) W
= Detail View Frame I0 757, arrived at 02/01 09:56:08.104872, Frame STatus:
(Good Frame)
# -Data Link Control (oLc)
- Internet Protocol cxp)
5. Transmission Control
Protocol (TCP)
Internet Small Computer
=.-Systems Interface
(I5C5I)
=l BHE Opcode
= * bit: must = 1
I bit: must =1
SCSI Task Management Conmand
[, MUST = 1
= .o00 0101 Reserved
Response 0 (Function Complete)
qualifier 0 (Funcrion Executed)
Reserved 0000000000010000
Initiator Task Tag 0x00000000
referenced Task Tag Ox17ASE7E0
Status Sequence Number 4294267295
Expected Command SN 296724038
Maximum Command s 3DET 4067
Reserved 000000000000000000000000
= DatafFCs
Data,/Padding [+ bytes]
Frame Check Seguence 0x28033C34 (Correct)
Hex 00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF ASCIT
0000: | 0z A0 53 05 11 OA 00 15 B 40 73 3C 08 00 45 04
0010: | 00 55 C6 BF 00 00 60 06 04 AB 0A €F 24 25 04 6F
0020: | 24 33 04 01 OC BC 6F 34 A 22 SE DA 85 CO 50 18
0030: | FF FF FE BO 00 00 4: B30 00 00 00 OO0 00 OO0 00 01
0040: | 00 00 00 00 00 00 17 AS &7 80 FF FF FF FF 17 A
00S0: | 57 47 17 AS 87 62 00 00 00 00 00 OO0 00 00 00 00
0060: | 00 00 00 00 00 00 28 03 3C 2A

[\ Capture View 4 Overview £ Servers 4 Transactions 4lssues 4 Clients /
Total Frames: 50051, Packets Analyzed: 50051

CaptureiDisplay Filter: None:

And here’s how OmniPeek decodes it -- notice how OmniPeek presents the function (LUN
Reset) along with the LUN number (1) ... now, perhaps Surveyor is correct (meaning, you just
can’t extract the function and the LUN number from this kind of packet); and perhaps OmniPeek
is mistaken ... after all, I would like to think that Finisar can write a SCSI decode.



>® OmniPeek - [isis-friday. pkt]

@ Logical Unit Hum:

@ Init Task Tag:

@ Referenced Task Tag:
@ Cmd Seq Hum:

@ Exp Stat Seq Hum: 396724067 [82-85]
@ Ref Cmd Seq Hum: 0 [86-89]
@ Exp Data Seq Hum: 0 [90-93]

@ Reserved:

= § ECS - Frame Check Sequence
0x28033C34 Calcoulated

@ FCs:
<

@ File Edit W¥ew Capture Send Monitor Tools “Window Help - 8 x
TS EREEE &8 RT2SEW G E e
== T- 8% 2y @
Log Absolute Time Delta Time Size | Source Destination Flags IPID  Protocol  Summary ]
2 Expert 756 S:56:06.745751 0.000044 618 ?il:i ri-'.il fz 48322 13CsT Src= 1027,Dst= 3260,.4P...,5= GBl664036,L= S560,4=27
" Herarchy 757 9:56:06. 746778 0.001027 106 @ ca i isis-1-isosi-1 42989 | iSCST | Src= 3260,Dat= 1027,.AP...,5=2231386677,1= 48,4=
Flat Ld
Applcation [T gy 753 |0 - 0038: | BF OA A6 22 SE DA 85 0O 50 18 FF FF FE BO 00 |.
= Voice & Video | ——— == '0053: | 00 42 [B5]00 00 00 00 OO 00 00 01 00 00 00 00
= Media 2] :r. Info: Packet Nuwber=758 F=0x<00000000 $=0x00000000 L=10& T=09:56:08. |006%: | 00 00 17 AS &7 B0 FF FF FF FF 17 AS 87 47 17 |.
= visuals w3 [0-13] Ethernet.: D=02:A40: 98:08:11: 04 S=00: 18: 8B: 4D: 73: 3C |0083: | A5 87 63 00 00 00 00 00 OO 00 00 00 00 00 00 .
fpdex @Y [14-33] 1 S=isis-1-iscsi-1 D=car —svifl |ooss: | 00 00 00 00 00 00 00 00
Peer Map 3 '.r' [34-53] TCP: S=blackijack D=3260 SEQ=2409276962 ACK=1591379392 W=65535
Graphs iSCST - Internet Small Computer Systems Interface [54-55 Hask (x00C0]
=l Statistics & % Basic Header Segment [54 Hask 0x00]
rp"“:es | @ I bit: 1 Immediate delipery marker is ON [54 Mask 0:40]
ratocols
ety @ Opcode: 0x0Z  SCST Task Manageweni fumction reguest [54 Mask Dx3F]
= Tools @ Reserved [1]: 1 [55 Mask Dx80]
T B @ Function: 5 Logical Unit Resst [55 Mask Ox7F]
ModeMap @ Reserved: 0x0000 [56-57]
Feedback @ Total BHS Lemgth: 0[58]
Streams @ Data Segment Lemgth: 0 [53-61]

0x0001000000000000 [G2-62]
396724006 [T0-73]
OxFFFFFFFF [74-77]
396724039 [7E-81]

0x0000000000000000 [54-101]

Packets: 50,051 Duration: 0:05:23

For Help, press F1

3 Local Area Connection

However, jumping to RFC3270, it seems to me that the format of this frame specifies the
Function and the LUN number ... which suggests to me that what OmniPeek claims to be doing
is at least theoretically possible

10.5.

Byte/
/

0 |

1 |

Task Management Function Request

2 |

3 |

I I I I
J01234567|01234567|]01234567|0123456 7|

o o o o +
O]-]1] Ox02 |1] Function | Reserved |
o o o o +
4] TotalAHSLength | DataSegmentLength |
o o o o +
8] Logical Unit Number (LUN) or Reserved |
+ +
12] |
o o o o +
16] Initiator Task Tag |
o o o o +
20] Referenced Task Tag or OxFFFfffff |
o o o o +
24| CmdSN |
o o o o +
28] ExpStatSN |
Fo Fo Fo - Fom - +
32| RefCmdSN or Reserved |
o o o o +
36| ExpDataSN or Reserved |
o o o o +

Reserved



o ———_——— o ———_——— o ———_——— o +
48| Header-Digest (Optional) |
oo Ry Ly Ry Ly Fo +

10.5.1. Function
The Task Management functions provide an initiator with a way to
explicitly control the execution of one or more Tasks (SCSI and iSCSI
tasks). The Task Management function codes are listed below. For a
more detailed description of SCSI task management, see [SAM2].

1 - ABORT TASK - aborts the task identified by the Referenced Task
Tag field.

2 - ABORT TASK SET - aborts all Tasks issued via this session on the
logical unit.

3 - CLEAR ACA - clears the Auto Contingent Allegiance condition.

Satran, et al. Standards Track [Page 129]
RFC 3720 i1SCSI April 2004
4 - CLEAR TASK SET - aborts all Tasks in the appropriate task set as
defined by the TST field in the Control mode page (see [SPC3]).
5 - LOGICAL UNIT RESET
6 - TARGET WARM RESET
7 - TARGET COLD RESET
8 - TASK REASSIGN - reassigns connection allegiance for the task

identified by the Referenced Task Tag field to this connection,
thus resuming the iSCS1 exchanges for the task.

Here’s another example of why | appreciated OmniPeek’s iISCSI decode. The Immediate
Delivery flag in an iSCSI Basic Header Segment indicates a problem. When it is *not* set, both
analyzers portray this fact easily enough



n Surveyor - Detail View - [C:\Program Files\Finisar\Surveyor\CaptureFiles\Ndis_module3_auto_02-01 10_0... E”E|E|

E File Edit Configuration Wew Module Monitor Wiews Capbure Wiews Tools  Window  Help - g x
FEH-BS &% % wLE.3x.0 3
B 4 MM iZ | Display Filter: | -

FID | BookMark | Abs Time | Delta [zac] Size Source Destination -~
Q00754 02,01 09:56: 06,745,707 960 0,046 847 B30 106 carbon-b-zwifl isis-1-izcsi-1 —
(00755 02,01 09:56:06,745,751,280 0,000,043 320 615 isis-1-iscsi-1 carbon-b-swif1
000756 02,01 09:56: 06,746 778,880 0,001,027 600 106 carbon-b-swif isis-1-iscsi-1
O007S7 Task Magrnt 02,01 09:56:05,104,872 . 760 1,358,093 880 106 iziz-1-izcsi-1 carbon-a-swif2
000758 02,01 09:56: 08,105 250,360 0,000,377 600 106 carbon-a-swifz isis-1-iscsi-1 I

< | >
Y
= Detail view Frame IO 755, arriwed at 02/01 09:56:06.745751, Frame Status:
(Good Frame)

+--Data Link Control (oLC)
+--Internet Protocol (IF)

i Transmission Control

Protocol (TCP)
Internet small Computer
- Systems Interface
(ISCSI)
—|-- BHS Opcode =01
= 1 ¥ bit: Retry/Restart NOT set
ﬁ I bit: Immediate deliwvery marker NOT set
= ..00 0001 SCSI command (encapsulates a SCSI COE)
=~ Flags and Attributes oAl
E l... vau F flag = 1
E . F flag: input data NOT expected
E P W flag: output data is expected
B .0 0u.. Reserved
> .. 001 Task Attributes = 1 Simple
Reserved o
SCSI Command Reference o
MO
Total AHS Length ul
Data Segment Length 000200 512 bytes )
Logical unit HNumber ooozooo0o00oooon
Initiator Task Tag 00337 20EA
Expected Data TransTfer £lz
Length
Command Sequence Mumber Eal307ez
Expected Status =M E3120764
SCSI-COE @ Operation code  Ox2A  (wWrite(lo))
—|- SCSI-COE LUWM / Reserwed 0Ox00
= ooo. LUN = 0
= ...0 0000 Reserved
SCSI-COE Logical Block Ox0oooo00c
Address
SCSI-COE Reserved =00
SCSI-COB Length 1 —
SCSI-COE contraol Q=00
SCSI-COE @ Fadding aoQoaooooaan
SCSI Command Data [2& bytes]
-

- DatafFCs

Ready

v [\ Capture View 4 Overview 4 Servers A Transactions 4lssues A Clients f

Total Frames: 50051, Packets Analkvzed: 50051

Capture\Display Filter: e




OmniPeek - [isis-friday. pkt]

@ File Edit Wew Capture Send Monitor Tools wWindow Help - 8 x
Q-8-ds B HE &% $T 2O EMW S BN AP
il 3
E|ﬂ:|turkt:_3 = = || | BH e ¥ Sa9 2s @
’ :; te Packet Absolute Time Delta Time Size S_ource D_estination Flags IPID Protocol - Summary L]
= Expert 755 9:56:08.745707 0.045547 108 ﬂ carbon-a-svif2 ﬂ izis-1-iscsi-1 42733 15051 Sro= 3260,D:
_Hierarchy 756 9:56:06.745751 0.000044 613 [ isis-l-isecsi-1 @ carbon-a-svifz 45322 15C5I Src= 1027,D: Y
Flak < | 2
Application Tl 8
= Yoice & Yideo |@| i ggg?
_Media ‘.i" Info: Packet Nuwher=756 F=0x00000000 3=0x00000020 Sliced L=6l85lice Length=12Z8 T=09:56:06 o0ooz:
= visuals  [0-13] Ethernet: D=CARBON-A [PHY] S=00:18:8B:4D:73:3C 0003:
Apdex W [14-33] IP: S=isis-1-iscsi-1 D=carbon-a-svifs 0004:
Peer Map ™ [34-53] TCP: $=1027 D=3260 SEQ=01664036 ACK=22Z31386620 W=65535 00as:
Graphs = ‘.i" iSC5I - Internet Small Computer Systems Interface [54-55 Mask Dx00CO] gggg
= E:Jis;ics %" Basic Header Segment [54 Mask (x&0] 0008:
odes . -
Protocols o . noos:
Summary @ Opcode: 0x01 5057 Command (encapsulates @ SCSI Commend Descriptor Elock) [54 Mask 0x3F] |0010:
= Tools 2.5 Flags: £10100001 [55] ggﬁf
" Brawser @ 1ove vuv. (F) No unsolicited 5C5I Data—dut IDUs follow 0013:
NodeMap @ LB ww.. (B) Not expected to input data ool4:
Feedback. @ L1 oaes (W) Expected to output data 0015:
streams @ LK X... Reserved 00le:
@ 001 Task Attribute: Simple 0017:
@ Reserved: 0x0000 [56-57] ggig
@ Total FHS Length: 0 [58] 00205
@ Data Segment Length: 512 [59-61] oo0z21:
@ Logical Unit Hum: 0x0002000000000000 [62-69] oozz:
@ Init Task Tag: 59190762 [70-73] 0023:
@ Exp Data Trnsfr Lem: 512 [74-77] gggg
@ Cml Seq Hum: 59190762 [78-51] 0028+
@ Exp Stat Seq Hum: 59190764 [52-55] oo0z7:
= ‘.i" SC5I G l Description Block 00zs8:
@ Opcode: 0x2h Write(10) [86] 0oz3:
@ VRPROTECT: %000 [57 Mask 0xE0] ggg?
@ Disable Page Out: %0 [87 Mask 0x10] 0o3z:
@ Force Unit Access: %0 [87 Mask 0x08] 0033:
@ Reserved: %0 [87 Mask 0Ox04] 0034:
@ Force Unit Access Hon-volatile:s0 [57 Mask 0x02] 0035:
@ Obsolete: %0 [87 Mask 0Ox01] gggg
@ Logical Block Rddress:0x0000000C [55-51] o038:
@ Reserved: %000 [92 Mask 0OxEO] 0039:
@ Group Humber: 0 [92 Mask 0Ox1F] 0040:
@ Transfer Length: 1 [93-94] 0041:
= ‘.i" Control Byte: 00000000 [95] ggjg
@ Q8. . ... Vendor specific oo044:
@ LEX ... Reserved no4s:
@ 0., NACA kit is NOT set(CA skell be established) 0046:
@ .. X, Obsolete 0047:
@ ...0 Link bit is NOT set ggjg:
@ Padding: 0x0000000000004C7345CC1655C8019C3507000000000049534953203100000000 (52 bytes) 0o50:
@ lacket sliced at byte 127 0051:
o052
< | | |0053:
Packets: 50,051 Duration: 0:05:23
For Help, press F1 Local Area Connection

But when the Immediate Delivery flag is set, Surveyor just tells you that the ‘I’ bit is set,
whereas OmniPeek says that ‘Immediate delivery marker is ON’ ... | prefer the way OmniPeek
represents this:



n Surveyor - Detail View - [C:\Program Files\Finisar\Surveyor\CaptureFiles\Ndis_module3_auto_02-01 10_0... |Z||E|E|
E File Edit Configuration Wew Module Monitor Wiews Capbure Wiews Tools  Window  Help - g x

FEH-2E 2% 6 wLEB.-N.WE
B M WM T

% | Display Filter: |

=l

FID | BookMark | Abs Time | Delta [zac] | Size Source | Destination -~
000754 02,01 09156106745 707 960 0,046 247 620 106 carbon-b-zvifl isiz-1-izcsi-1 —
O007eE 02,01 09:56: 06,745, 751,280 0,000,042 220 E13 isis-1-iscsi-1 carbon-b-zwifl
000756 02,01 09:56:06 746,778,880 0,001,027 600 106 carbon-b-swifl isis-1-iscsi-1
Q00757 Task Marnt 02,01 09:56: 08,104,872 760 1,358,093 880 106 isiz-1-izcsi-1 carbon-a-swif2
Oo07se 02,01 09:56:02, 105,250,360 0,000,277 600 106 carbon-a-swifz isis-1-iscsi-1 w

< | ?

= Detail view Frame IO 7&7, arriwed at 02,01 09:56:08.1045872, Frame Status:

(Good Frame)

+--Data Link Control (oLC)
+--Internet Protocol (IF)
Transmission Control

Protocol (TCP)

Internet small Computer
- Systems Interface

Reserved

- DatafFCs

Datasradding
Frame Check Sequence

Qooooooooooooooooooooono0

[4 bwtes]
Ox25033C3A (Carrect)

(ISCSI)
—|-- BHS Opcode =4z
= O... ¥ obit: must = 1
ﬁ e I bit: must = 1
= .. 00 0010 SCSI Task Management Cotmand
= Flag/Reserved =35
B love wnnn must = 1
B .000 0101 Reserved
RESHONSE a [Function Complete]
qualifier u} [(Function Executed)
Reserved aoooo00aooa010000
Initiator Task Tag 00000000
referenced Task Tag M17FARETED
Status Seguence Number 4234967258
Expected Cammand SH 396724039
Maximum Command SH 396724067

Ready

Total Frames: 50051, Packets Analkvzed: 50051

v [\ Capture View 4 Overview 4 Servers A Transactions 4lssues A Clients f

Capture\Display Filter: e




OmniPeek - [isis-friday. pkt]

@ File Edit Wew Capture Send Monitor Tools wWindow Help - 8 x
Q-8-ds B HE &% $T 2O EMW S ERE? AN
1% 2]
B%tur;t == EHEMHE A v 288 2e |4
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For Help, press F1 Local Area Connection

There’s an API so that you can extend the product; and a Web site hosting the plug-ins which

people share.
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For this analysis, | ended up with Surveyor on one screen (I like the way their Summary line
includes top-layer decode, iSCSI in this case) and OmniPeek in the other (for their fancy tools
and their more detailed iSCSI decodes).



