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Phase 1 
1.0 Start 

 Schedule Problem Solving Group Workshop (kick-off meeting) 

 Include business owner, SMEs, SME Supervisors 

 

1.1 Understand Symptoms 

 Record a detailed list of the actions leading up to the problem such that the actions 

can be repeated by anyone 

 Record the details of how the result of the action differs from the desired result 

 Record error messages 

 Record normal and abnormal response times 

 Determine the diagnostic boundaries for each symptom 

 

1.2 Choose One Symptom 

 Prioritize symptoms 

 Choose one 

 Validate choice with business owner 

 

1.3 Mitigate Inhibitors 

 Business owner sets expectations around PSG team member involvement 

 PSG members review current priorities with Supervisors 

 PSG members report upcoming planned time off 

 PSG members verify that they have sufficient access privileges to perform 

investigation 

 Problem Analyst reviews upcoming change freeze and change available windows 

 Problem Manager sets dates/times for upcoming meetings 

 

Non-techies can leave PSG Workshop 

 

1.4 Understand Symptom Environment 

 Describe what the application, system, or service provides to the business 

 Describe the function of the slow or failing transaction 

 List the major components involved 

 Describe how the major components interact 

 List the diagnostic data that is or could be made available 

 Diagram the relationship between the major components 

 

1.5 Share, Gather, Explain, Sort 

 Verify that everyone understands the chosen Symptom 

 Verify that everyone understands the Diagnostic Boundaries 

 Verify that everyone understands the Symptom Environment 

 

Phase 2 
2.1 Identify Diagnostic Objective 
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 Using a single sentence, describe what we will do next to shrink the fault domain 

 

2.2 Describe Definitive Diagnostic Data 

 List the tools we will use 

 Assess their capacity (disk space available, capture rate):  are they sufficient? 

 List the diagnostic capture points 

 Describe the data we will gather 

 Describe the markers we will use 

 

2.3 Create Diagnostic Capture Plan (DCP) 

 Write the DCP 

 Lists the expected data flows for each diagnostic data source 

 Validate the DCP with the PSG members 

 Confirm that the DCP will produce appropriate data for manufacturer support 

 Submit CAB requests 

 Arrange for CAB to notify Problem Analyst of changes 

 Identify who will perform the Event Capture Plan (ECP) 

 Determine what help from the technical support teams the ECP executors will need 

 

2.4 Execute Diagnostic Capture Plan 

 Verify that all diagnostic capture tools have synced time 

 Send test markers and verify that the markers appear in the diagnostic data 

 Copy DCP to all involved staff, remember to include staff on alternate shifts 

 Confirm that appropriate space is available near the users 

 Verify that the users know what we are doing and what help we need 

 Confirm that Ops know how to contact Problem Analyst quickly 

 Activate the DCP 

 Capture multiple events 

 Confirm that each diagnostic data source contains the expected data flows, events, and 

markers 

 

2.6 Analyze Captured Data 

 Determine the time span of the problem transaction 

 Identify the diagnostic events indicating an error or delayed response 

 Correlate the remaining diagnostic data with the user transaction 

 If root cause cannot be determined, identify why not 

 

Phase 3 
3.1 Translate Diagnostic Data 

 Translate the evidence into a form useful to the Technical Support Team 

 

3.2 Present to Technical Support Team 

 Describe the problem scenario in a form useful to the Technical Support Team 

 Describe how the problem scenario differs from normal 
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 Assign ownership to a team/person 

 

3.3 Determine Fix 

 Identify the fix 

 Verify that fix addresses the Problem  

 Verify that the Owner has the resources they need 

 Agree on the criteria for declaring the Problem fixed 

 Pick a date with business owner at which Problem will be Closed if successful 

 Pick a date 

 Notify CAB 

 

3.4 Implement Fix 

 

3.5 Reactivate Diagnostic Capture Plan 

 See 2.4 

 

3.6 Wait for Reoccurence or Timeout 

 

3.7 

 See 2.5 

 

3.8 End 

 Break down diagnostic capture tools 

 Cancel SPAN sessions on switches 

 Remove adhoc diagnostic processes 

 Record key diagnostic data for posterity 

 Delete unneeded data from data stores 

 Communicate results to affected parties, including manufacturer support 

 Close Problem record 

 


